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Requirements

The following prerequisites must be met prior to installing and running the application:

Supported Operating Systems

Windows 10 (64-bit)

Software
Retail Management Hero (v3.11 and above)
Microsoft .NET Framework v4.7.2

SQL Server 2014 (Express allowed, Requires SQL Browser service to be running)

Hardware

Approved pinpad

Other
® |SP (Internet Service Provider)
® OpenEdge SecurePlus Account

® Make sure your firewall allows access to the following:

URL's:

® https://gw.t3secure.net/x-chargeweb.dll

® https://online.t3secure.net/Dashboard/default.aspx?cid=xweb
IP Addresses:

® 216.7.182.196

® 63.240.140.198

® 63.240.140.205
Ports:

443: SSL (External)

29716: Used for Manual/Batch settling (External)
49201: (Internal)

26: (Internal)
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https://etrans.paygateway.com/TransactionManager
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https://online.t3secure.net/Dashboard/default.aspx?cid=xweb

Pre-Installation Check List

1) What operating system are you running on the POS client stations?
Confirm the operating system is supported. Refer to Requirements — Supported Operating System.
Steps to determine the operating system used:
® Click on the Windows Start Menu
® Choose Run
® Type “winver"
Press Ok
2) What version of Retail Management Hero RMH are you running?
Steps to determine the RMH version:
Run Retail Management Hero Store Administrator, click File and About.
3) Do you have the SQL Database credentials available? You will need the following at the time of installation:
® SQL Server Computer Name SQL Database Name
® SQL Server Login ID
® SQL Server Password
4) What version of SQL Server are you running? Confirm the SQL Server version meets supported version.
Steps to determine the version of SQL Server using a SQL script ran against the RMH database:
Run Retail Management Hero Store Administrator
Click File, Connect

Select the correct database, enter the SQL password and press OK
Choose Query and New

Enter the following SQL script in the query window and Press F5 SELECT @ @VERSIONAS SQL_Version

5) Was SQL Server installed with the RMH Installation Disc or as a separate instance?

If installed separately, the SQL client components required for our integration to connect to the RMH SQL database may be missing.
If this is the case.

6) Is the SQL Instance listening on Port 1433?

To check the SQL Server port.

7) Is Microsoft.NET framework v3.5 installed on the POS client stations? If not, please download from:
http://www.microsoft.com/downloads/details.aspx?Familyld=333325FD-AE52-4E35-B531-508D977D32A6&displaylang=en

8) Are you running any other RMH Add-ins?
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Installation Process
Step #1

&
Locate and open the installation program. .
Double- click the icon to begin installation. SecurePlusf

orBEMHSetu
p.exe

Step #2

Welcome to SecurePlus for RMH
Setup

Please review the welcome screen and perform This wizard il quide you through the nstaltion of
SecurePlus for RMH
any recommended tasks.

Please dose all RMH applications before proceeding.

Click Next to continue.

Click Next to continue.

Step #3

.‘ Install Locations
= = ) Q SecurePlus for RMH Install Location

Setup will install SecurePlus for RMH in the following directory:

Click Next to continue.

C:\Program Files (x86)\Retail Hero\RMH POS \Extensions\SecurePlusExtension

Space required: 11.6 MB
Space available: 15.9 GB

Step #4

Please enter your SQL server credentials.

These are the same credentials you would use
to connect to your RMH database. Then click Ins
tall.

® The SQL server address
Example: 192.168.0.100
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Example: (local)
Example: 192.168.0.11/R2

® Port Override O Store SQL Server Configurations
Check this if your SQL Server is setup to use a different port . w Q’-

then the default port

Configure Store SQL server credentials

¢ Port Number
If Port Override is checked, enter the port number here Store SQL Server: | (iocal) |
Store Database: ‘p‘m ‘
|
|

® Username
The username used to log into the SQL Server

SQL Server Login: ‘s,
Password: ‘ sesssene

® Password
The password for the username used to log into the SQL Server
| Test Connection
* Database
The name of the RMH database

< Back [ Cancel

® Test Button
Push the Test button to confirm the database
connection settings are correct

Step #5

Installation Complete
Setup was completed successfully.

The installation is complete.

click Next to continue. Extract: SPy4Receipt-RMH. .. 100%

Extract: SPv4FullPage-RMH.xml... 100%

Qutput folder: C:\Program Files (x86)\Retail Hero\RMH POS \Extensions\SecurePlust. ..
Created uninstaller: C:\Program Files (x86)\Retail Hero\RMH POS ions re
Output folder: C:\Users\emmah\AppDatal g Microsoft\Windows\Start Menu ...
Create shortcut: C:\Users\emmah\AppData\Roaming WMicrosoft\Windows \Start Menu. ..
Create shorteut: C:\Users\emmah\AppData \Roaming WMicrosoft\Windows \Start Menu. ..
Output folder: C:\Program Files (x86)Wew West Technologies\SecurePlus for RMH
Create shorteut: C:\Users\Public\Desktop\SecurePlus, RMH.Ink

Completed

<Back Cancel

Step #6 : :
‘ J@ OpenEdge Remote Client Manager Not Installed

Install RCM Software

OpenEdge RCM not detected on this register.
Click Next> to install the OpenEdge RCM

[] skip RCM Installation

<Back Cancel |

Step #7
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RCM installation has completed.

Click Next to continue.

Step #8

Click Finish to complete the installation
process.
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' SECUREPLUS
RMH

- InstallShield Wizard Completed

The InstallShield Wizard has successfully installed RCM. Click
Finish to exit the wizard.

Completing SecurePlus for RMH
Setup

SecurePlus for RMH has been installed successfully!
Click Finish to dose the wizard

[V]Run SecurePlus for RMH

<o | r ] | conce




Remote Client Manager (RCM) Configuration

Important: If you plan on using the mobile Ingenico ICMP PIN-Pad you
will need to connect it to the POS computer via bluetooth before
configuring RCM. If you are not using the ICMP mobile device then you
can skip to Step #1 below.

Important: After working with Open Edge regarding an intermittent error
when processing transactions, it was determined that version 2.12 that
installs with SecurePlus is no longer a stable version, and is known to
cause issues. Version 2.15 must be installed on POS (can be over the
top) in order to avoid these issues. This version can be found here: https:
[ltransfer.newestech.com/apps/files/files/1820632?dir=/Service_Share
/Software%20Installers/Open%20Edge%20RCM%20Version%202.15

Step #1

After SecurePlus has been installed you will need to configure the
Remote Client Manager program, also called RCM. To open RCM
locate the icon in your Windows Task Tray - Notification Area.

If you do not see the RCM icon in the Task Tray then open the Windows
Start Menu, locate the OpenEdge folder and double click on the icon
inside to launch RCM. Now it should show up in the Task Tray.

Step #2

Right click on the RCM icon in your task tray and then select Device
Setup.
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Bluetooth pairing directions for Ingenico ICMP device:

® Power on the ICMP device

® Screen will say BT Pairing Required and show options for IOS
and Standard

® Press F2 button on device to select Standard

® Display will then show:

a. BT Name
b. PIN Number

® Enable Bluetooth on Windows computer and scan for available
devices

® Select the ICMP device from the list and enter the PIN to
complete pairing process.

¥ o O

Customize...

|. OpenEdge

foZ RCM
)\ OPOS
1 Back

| Search programs and files



https://transfer.newestech.com/apps/files/files/1820632?dir=/Service_Share/Software%20Installers/Open%20Edge%20RCM%20Version%202.15
https://transfer.newestech.com/apps/files/files/1820632?dir=/Service_Share/Software%20Installers/Open%20Edge%20RCM%20Version%202.15
https://transfer.newestech.com/apps/files/files/1820632?dir=/Service_Share/Software%20Installers/Open%20Edge%20RCM%20Version%202.15

In this Device Setup window you have the following options:

Pin Pad Device

COM Port

Default Message

Edit Logo

Test

Load Forms To Device
Device Update

Slide Show

Step #3

From the drop down menul labeled PIN Pad Device select the pin pad
device you will be using at this register. In this example the Ingenico
ISC250 (US EMV) is selected.

Step #4

OpenEdge SecurePlus Page 11

11

Device Setup

PIN Pad Device:

| Ingenico iSC250 (LIS EMV)

COM Port  COM4

Default Message  Please Wat

Edit Logo

Test

Device Update

Slide Show

l
[
[ Load Forms to Device
l
l
l

Load Settings to Device

= )= = E ) e 1= )

| ok || Cancel

o

Device Setup
PIN Pad Device:

ih’_igerim iSC250 (LS EMV)

Mo Device Configured
MagTek DynaPro SC
Ingenico iPP320
Ingenico iSC250
Ingenico iSC480

Ingenico iPP320 (US EM
Inenico iSC250 LIS EMV)

Ingenico iSC480 (US EMV)
Ingenico iPP320 (Canadian EMV)

Load Forms to Device

Device Update

Slide Show

[
[
[
[

Load Settings to Device

| ok || Cancel




Now select the COM port. In most cases when click the down arrow in

4 Device Setup

the drop down menu it will show the COM port your pin pad is using. PIM Pad Device:
However you may need to reference the Windows Device Manager to
see what COM port the pin pad has been assigned. Ingenico iSC250 (US EMV)

COM Port lj
COM4 A

Default Message

[ Edit Logo

Test

Load Forms to Device

Device Update

Slide Show

)
)
)
)
)
)

Load Settings to Device

[ ok || Caneal |

Initializing

Step #5
Performing Device Test..

Once the pin pad and COM port have been selected you should now be
able to click the TEST button in the menu.

When you click on the TEST button you will be prompted with two
buttons on the pin pad's LCD screen. Click either one to complete the
test. Now you have verified the software can successfully communicate
with the hardware. ) ~

Click OK to return to the main RCM window.

OpenEdge SecurePlus Page 12 12



Step #6

Before closing out of the RCM window click on the Load Forms To

Device button.

This is required in order to process transactions with the pin pad and will

take a few minutes to complete.

Once it has finished the process you can now click OK to close the RCM

Device Setup Window.
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i

1 The test was successful

e ]

'« * PIN Pad Setup Es <

Device Setup @

Ingenico iSC250

'« ¥ PIN Pad Setup

y 1 Loading all forms to the device may take several minutes,

3

Continue?




SecurePlus Configuration
Configure Settings

This page covers the different functions and features of the Settings tab
in the SecurePlus Configuration application.

Set Password:

When you first open the SecurePlus Configuration utility you will be
prompted to log in with the default password. The default password is:
SPv4AP@$$!

After you have entered that password you will be able to click on the Cha
nge Config Password button. You then have the ability to change the
password to what ever you would like.

Options:

Enabled Gift Cards: Check this option to enable the gift card tender
processing. This option will also create the gift cards console button
when selected or remove the custom button when deselected. Refer to G
ift Card Console for more information.

® |mportant: Each point of sale station will need to be restarted to
reflect the changes made. If you do not restart, the button may
be visible but un-usable.

Block Unconfigured ‘Other’ tenders: Check this option to prevent
tendering of unsupported tender types configured as ‘Other’ and where
the tender type is not configured for use in the OpenEdge SecurePlus
tender configuration.
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o Configuration

Settings | Tenders | Gift Cards | Edgelink | Misc | Store and Forward | Advanced | Help |

Options i

Enable Gift Card

Allow Independent Returns
Block unconfigured ‘Other' tenders Prompt for On-screen Manual Ent
il P ry

Time to display(secs): [

[] Tips Enabled 1%

Tips adjustment not llowed|
Please enter the configuration

password to continue.

Gift Order Id

Starting Order ID: r

(st be

[] Show Scanned Items

[] Enable Second Merd

[_] Enable On-screen Signature Capture (ICMP)

[] Enable Return to Debit

SECUREPLUS FOR RMH Version: 1.0.15.3

Password:

||

Confirm Password:

Cancel

Settings | Tenders | Gift Cards | EdgeLink | Misc | Store and Foriard | Advanced | Help |

Options

Enable Gift Card Allow Independent Returns

[] Block unconfigured 'Other’ tenders  [_] Prompt for On-screen Manual Entry

Time to display(secs): [o

Tips adjustment not allowed for Store and Forward or POS Manual Entry transactions

[] Tips Enabled  '®

( Gift Order Id

Starting Order ID: 1000000001

NUMERIC Ony)

Change Config Password
Device Configuration

[] Show Scanned Items on Device

[[] Enable Second Merchant Tender

[] Enable On-screen Signature Capture (ICMP)

[] Enable Return to Debit

SECUREPLUS FOR RMH  Version: 1.0.15.3



Allow Independent Returns: Checking this option will allow cashiers to
accept returns on both dependent and independent transactions.

® Dependent returns requires recall of the original transaction,
recalling all transactional data (e.g. cashier must recall the
transaction for return via RMH return process).

® Independent returns are not dependent on an existing
transaction where the item was sold allowing the cashier to
create a new transaction and return the item by entering a
(negative) quantity.

Prompt for On-Screen Manual Entry: Checking this option will enable
the ability to manually process Credit Cards and Gift Cards through a
screen on your RMH POS window. When this option is checked the
cashier will have a certain amount of time to select the manual entry
option or the usual swipe option. The specific amount of time can be
configured by entering the amount of seconds you prefer in the: Time To
Display(secs) field.

® This option was created for situations where a register does not
have access to customer's physical credit cards. A good
example would be a register set up to process sales from a
website.

® Additionally, this is separate from the manual entry option that
a customer can use with the pin-pad in situations where their
credit card won't successfully swipe.

Show Scanned Items on Device:

Select this option to show line items on the device as they are scanned
into, modified or removed from RMH Point of Sale.

® Important: This option can only be selected when using
Ingenico ISC250 pin-pad.

Enable On-Screen Signature Capture (ICMP):

Select this option to enable on-screen signature capture when using the
bluetooth enabled ICMP pin-pad device.

OpenEdge SecurePlus Page 15 15

Tips Enabled: Applying tips to a transaction will require a few
transaction details. This information is commonly found on the printed
receipt or in the RMH journal logs. Enter the required information and
select Process when complete. The OpenEdgeSecurePlus add-on will
then confirm the original transaction and add the additional tip amount.

After enabling Tips you have the option to change the label of the
custom button viewed in the RMH POS screen. The default label is
“Tip".

® |mportant: Please note that enabling Tips will in turn disable
the ability to process Debit transactions. This is due to the
inability to apply Tips to Debit transactions.

Gift Order ID: The starting order ID is a unique identifier assigned to
each tender that gets processed with OpenEdge.

® Important: Starting Order ID should not be altered after initial
configuration.

Enable Second Merchant Tender:

SecurePlus has the ability to utilize two Processor Accounts on the
same register. Click the Enable Second Merchant Tender check box
to enable the use of a secondary processor account. Once enabled you
will find a secondary account section in the EdgeLink tab of the
Configuration Management software.

Device Configuration:

This button provides an easy way to launch the RCM (Remote Client
Manager) if you need to change or verify pin-pad hardware settings.



Configure Tenders

This page covers the different functions and features of the Tenders tab
in the SecurePlus Configuration application.

Create Tender:

Select Create Tender to add a new tender type. Enter the required
information, select the appropriate tender type from the list of tender
options, and use the drop down menu to select/change the Merchant
Token.

Remove Tender:

Highlight the tender you wish to remove and use the remove tender
option to delete the tender from the RMH database.

® |mportant: In order for your existing RMH tenders to appear in
this window they must be configured with a tender type of
"Other" in RMH Manager.

Tender:

Enabled:

Check the enabled option to enable the selected tender type or de-
select this option to disable.

® |mportant: Enabling the tender is required for use with the
OpenEdge SecurePlus add-on.

Credit/Debit:
Check the Credit/Debit option to select a tender that can be used with

used with Credit OR Debit. Both the cashier and customer will be
prompted to select one of the two options during the tender process.

Credit:

Check the credit option to configure the selected tender as credit.

Debit:

Check the debit option to configure the selected tender as debit.
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Settings | Tenders | Gift Cards | EdgeLink | Misc | Store and Forward | Advanced | Help

Type Description Code
Credit/Debit  OF Credit OF Credit
GiftCard OF Gift O Gift
FoodStamp ~ OE Food O Food

StoreAccount  Store Account  Store Account

Create Tender

l Remove Tender

Tender
Enabled

@ Credit/Debit O Gift O Food Stamp O Cash Benefit
O Credit O Debit O Store Account

Description:  OE Credit

SECUREPLUS FOR RMH

Display Order: | 1[5] Code:

Version: 1.0.15.3

Display Order:

Set the display order of the selected tender so the cashiers will have
easy access to those they use most often.

Code:
The tender code is a unique tender ID for each tender type created. The

code may consist of no more than 17 alphanumeric characters and must
be unique.

Description:
The tender description is a description of the tender type and will be

displayed from the RMH tender window. The description may consist of
no more than 25 alphanumeric characters.

Save Tender:

Selecting save tender will save the current tender configuration.



Gift:

Check the gift option to configure the selected tender as gift.

Food Stamp:

Check the food stamp option to configure the selected tender as food
stamp.

® |mportant: Before you use the Food Stamp tender in
SecurePlus you must first enable the "Accept food stamps for
this item" option for each corresponding food item in your RMH
database.

Cash Benefit:

Check the cash benefit option to configure the selected tender as cash
benefit.
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® |mportant: If you edit a tender, you will need to close the
register batch by performing a Z report to display tender
changes.

® |mportant: If using accounting software, you may need to
configure any new tender type with the accounting integration.

Store Account:

Check the store account option to configure the selected tender as store
account.

® Important: When using this tender it will not process the sale
through OpenEdge but it will prompt the customer to sign using
the pin-pad.



Configure Gift Cards

This page covers the different functions and features of the Gift Card tab
in the SecurePlus Configuration application.

Create Gift Item:

Select Create Gift Item to add a new item to the RMH database. Enter
the required information and select the appropriate gift item type from
the list of options.

Remove Gift Item:

Highlight the item to be removed. Once you have selected the item,
press the Remove Gift Item option to remove the item from the database
and the item list.

Find:

The Find option will retrieve the gift card item details. Enter the item
lookup code of the gift card item into the Lookup Code field, press Find t
0 add the item to the list.

Gift Item

Lookup Code:
The item lookup code is a unique item ID often set to the manufacturing

barcode to enable scanning of item during transaction. The code may
consist of no more than 25 alphanumeric characters and must be unique.

Description:
The item description is a short description of the item created and is

displayed when purchasing gift card item. The description may consist
of no more than 30 alphanumeric characters.

Open Value:

Setting the item as open valued will configure the item to prompt for card
value during purchase of item. Item price may not exceed $500.00.
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Settings | Tenders | Gift Cards | EdgeLink | Misc | Store and Forward | Advanced | Help

Type Description Code
OpenValued Open Value Gift Card  Gift Open
PreValued  PreValued Gift Card  Gift Valued
Reload Reload Gift Card Gift Reload

1 -

Create Gift ltem Remove Gift Item

Gift Iltem
Lookup Code: Description:

PreValue ReLoad ‘

Value: OpenValue

Save Gift Item

Enable gift card console reload button

User Interface
{ Enable gift card purchase with a gift card

Merchant Token

[ Token Value: |

SECUREPLUS FOR RMH

Version: 1.0.15.3

Pre Value:

Setting the item to pre valued will configure the item to the value
determined in the value field.

Reload:

Setting the item as reload will configure the item to allow adding value to
a gift card. Cashier will receive prompt to enter value to be added.

Value:

This option is used with thePre Valued option. Set the item value to
update the selected item price.

Save Gift Iltem:

Select save item to save the current item configuration.



User Interface;:

Enable gift card console reload button:

When this box is checked you will be able to see the Reload button in
the Gift Card console in RMH POS.

Enable gift card purchase with a gift card:

When this box is checked you are allowed to to purchase or reload a gift
card and pay for it using an existing gift card.

Configure Device:

This option relates directly to the manual entry of gift cards through the
pin-pad. If you press this button it will remove the prompt to enter any
expiration date or security code that might correspond with your gift
cards. If your gift cards do not have an expiration date or security code
then you will need to press this button to update the configuration of
your pin-pad so the expiration date and security code prompts are
removed from the process.
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Merchant Token:

At the bottom of the window is a section dedicated to the Merchant
Token. If SecurePlus has been installed on top of a previous version
then the Marchant Token should already appear in this screen. Though
SecurePlus does not use this token for Credit or Debit sales, it is
required for Gift Card transactions as well as performing Returns from
sales that were tendered using the previous SecurePlus version
software.

® |mportant: If you have installed SecurePlus on a register that
did not previously have SecurePlus installed and you do need
to use Gift Cards then OpenEdge Support will need to provide
a new Merchant Token that will be manually added to this
software.

® Important: If you do not require the use of Gift Cards and
never had a previous SecurePlus version installed on your
register then you can skip over this section as you will not be
configuring it.



Configure EdgeLink

This page covers the different functions and features of the EdgeLink
tab in the SecurePlus Configuration application.

EdgeLink:

The function of this tab is to configure SecurePlus with the settings it will
need to properly communicate with the Remote Client Manager (RCM).

The WebID, TerminallD, Auth Key and HostPay Merchant Token are
all settings that should be provided by your OpenEdge representative.

® |mportant: You will not be able to process transactions through
SecurePlus unless the information required in this tab is filled
out and saved.

Test Connectivity URL:

SecurePlus provides the ability to test the computer's connection to the
OpenEdge payment gateway by clicking on the Check Host Payment
Processor Connection button. When the button is pressed the
software will try to connect to the payment processor.

Optional:

If the Enable Second Merchant Tender box has been enabled under the
Settings tab then the EdgeLink tab will show EdgeLink Account For
Dual Merchant on the lower half of the window. This section will require
the following:

Web ID

Terminal ID

Auth Key

Tender for Second Merchant (account). Here you would
select from a drop down list and choose the tender that will be
specifically assigned to purchases for this second account.

Important: Split tender transactions using tenders from both primary
and secondary merchant accounts at the same time are not allowed.

Important: On-Screen Manual Entry is not available when using the
secondary merchant account.
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| Settings | Tenders | Gift Cards | Edgelink | Misc | Store and Forward | Advanced | Help |

- OpenEdge Account Required
Web ID ‘ ‘

TerminallD l ‘

Auth Key ‘ ‘

(Check Payment Processor Connection

HostPay Merchant Token(POS Manual Entry:)

| |

SECUREPLUS FOR RMH

Version: 1.0.15.3

TetBdgelinkConnecton ==

@ Successfully connected to host payment processor!

=
=

Settings | Tenders | Gift Cards | Edgelink | Misc | Store and Forward | Advanced | Help |

- OpenEdge Account Required

Web ID ‘I |

TerminallD ‘

Auth Key l

Check Payment Processor Connection|

HostPay Merchant Token(POS Manual Entry)

EdgeLink Acount for Dual Mer

Web ID ‘

Optional)

TerminallD ‘

Auth Key ‘

Check Payment Processor Connection|

Select a tender for second merchant:

SECUREPLUS FOR RMH Version: 1.0.15.3
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Configure MISC

This page covers the different functions and features of the Misc tab in
the SecurePlus Configuration application.

SMTP Settings:

The simple mail transfer protocol (SMTP) is an internet standard for
electronic mail transmission across internet

protocol networks. Enter the SMTP server information to receive
notification via e-mail when offline transactions fail to receive
authorization.

® |mportant: Contact your system administrator to determine the
required settings.

Server Name: Enter the SMTP server name of the server you will
connect to.

Use SSL/TLS: Check this option to enable SSL/TLS connectivity with
the email server.

® |mportant: Provides additional security and may be required
with the email service provider.

User: Enter the user name used when accessing email.

Password: Enter the password used when accessing email.

Card On File:

Enable ‘Card On File’ Transactions: Check this option to prompt the
cashier to use the assigned payer token on file. A customer must be
assigned during the transaction. The prompt takes place at the end of
the tender process. The next time a transaction occurs while that same
customer is assigned the SecurePlus software will ask you if the
customer would like to use the credit card they already have on file.

22

Settings | Tenders | Gift Cards | EdgeLink | Misc | Store and Forward | Advanced | Help |

User: | To:

- Work Order and Layaway

SMTP Settings

Server Name:

Use SSL/TLS

Password:

Card On File

Enable 'Card On File' Transactions Capture Signature for Work Order

[] Automatically save customer card tokens Capture Signature for Layaway

- Signatures
[] Restrict signatures to transactions over: $  0-00 ‘

Folder to contain signature files:

Ci\Pictures

SECUREPLUS FOR RMH  Version: 1.0.153

To: Enter the email address you wish to have all messages sent to.

From: Enter the email address you wish to display all messages
received from.

Test SMTP Settings: Use the test button to confirm connection with the
SMTP server.

Automatically Save Customer Tokens: With this option enabled the
SecurePlus software will automatically record the customer's credit card
using 'Card On File'. A customer must be assigned during the
transaction process for this to take place.



Work Order and Layaway:

Capture Signature For Layaway: Enable this option to require the
customer to sign when tendering a Layaway transaction using the pin-
Capture Signature For Work Order: Enable this option to require the pad device.
customer to sign when tendering a Work Order transaction using the pin-
pad device.

Signhatures:
Restrict signature to transaction over: Checking this option will
prompt for a signature on all transactions equal to or greater than the
specified

dollar amount.Set the dollar amount you wish to require a signature.
Each transaction will create and store an image file to the directory
specified. The signature file created for each transaction will include the ® Min: = [Any Number]
register and transaction number in the signature file name.The signature ® Max: = [Any Number]
is also captured and printed to the transaction receipt.
Folder to contain signature files: Enter or browse to the directory
source you wish to save the signature files to.

® |mportant: Supports local directories (recommended) and
mapped network directories.
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Configure Store and Forward

This page covers the different functions and features of the Store and
Forward tab in the SecurePlus Configuration application.

® |mportant: Only the ISC250 pin-pad supports Store and
Forward functionality

® Disable Store and Forward:
If you do not wish to use any of the Store and Forward offline
capabilities in SecurePlus then you can check this box to
completely disable it.

® Capture Electronic Signature:
Check this box to prompt customers to sign the pin-pad when
running transaction in Store and Forward mode.

Going Offline:

When in store and forward mode is enabled each transaction will
attempt to confirm connectivity to the merchant pay services. If
connection is unsuccessful the software will request the cashier to swipe
the credit card so the encrypted data can be stored on the computer.
When the connection to the merchant pay services is restored then the
stored transaction data will be processed following the very next
successful online transaction.

® Important: This feature is available to prevent loss of payment
when performing transactions offline. The user is assuming full
responsibility for failure to receive payment.

® |mportant: Tips adjustment not allowed for Store and Forward
transactions.

When Losing a Connection: This will determine the behavior of the
Store and Forward process once the loss of connection has been
detected. The drown menu provides three different options:

® Prompt For Store and Forward
® Always Store and Forward
* Always Decline.

Validation:

While in Store and Forward mode you have the option to screen and
disable certain cards by their BIN (card) number. For example:
American Express or Gift/Loyalty cards. Enter the first digit(s) of a card
number that you would like to prevent from being used while in Store
and Forward mode.

24

o Configuration

Settings | Tenders | Gift Cards | EdgeLink | Misc| Store and Forward | Advanced | Help

EH

[] Disable Store And Forward [] Capture Electronic Signature

Going Offline

When losing a connection: Always Decline v

[¥] For transactions over: $ 99999
Always Decline v

When losing a connection:

Retry connection gg] times Request timeout (seconds): |5

[ Enable BIN validation

~ Validation
Invalid BIN: ‘

Offline Database Path: C\OfflineAuths.sqlite

[_] Email Offline Decline Notifications

[_] Auto process Store and Forward entries when coming back online

No tenders are present in the offline data

Retry Authorizations
store

SECUREPLUS FOR RMH  Version: 1.0.15.3

For Transactions Over $: This option gives you the ability to choose a
Store and Forward function depending on the dollar amount selected.
To enable this option you must click on the check box, determine the
dollar amount and then select the desired behavior from the drop down
menu.

® For example lets say you wanted to use Store and Forward for
most transactions but wanted to disable the option for
purchases above $100.00. First you would need to select either
Prompt for Store and Forward or Always Store and Forward
from the previous drop down menu at the top of the screen.
Next you would need to check the box For Transactions Over:
$. Then select the dollar amount in the field to the right. Finally,
select Always Decline from the lower drop down menu.

Retry Count: Set the number of retries the application will attempt to
access the payment server.

® [f you enter 6 into the Invalid BIN field then any card starting
with 6 would be blocked.

® |f you enter 6050 then any card starting with 6050 would be
blocked, etc.

® You can enter up to 20 digits in the Invalid BIN field.



Reprocessing:

Offline Database Path: The offline database will be installed to a
default directory (C:\OfflineAuths.sglite). This database may be
relocated to an alternative directory location. If relocated, use the
browse button to locate and reconfigure the database location.

Important: No tenders are present in the offline data store.

Email Offline Decline Notifications: Checking this option allows you to
receive notification via email when offline transactions fail to receive
authorization. You can configure the e-mail settings under the MISC tab
of the SecurePlus Configuration program.
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Auto Process Store and Forward entries when coming back online:
Check this option to enable SecurePlus to automatically process any
pending Store and Forward transactions following the next successful
online transaction.

Retry Authorization: Use the retry authorization option to manually
sync the offline database with the payment gateway services and
authorize any offline stored transactions.



Configure Advanced

This page covers the different functions and features of the Advanced

tab in the SecurePlus Configuration application.

SettingslTendersJ GiﬂCardsIEdgeLinkI Misclstore and Forward‘ Advanced [Help|
Please NOTE: Only advanced user should make changes to the
session variables. Incorrect settings may affect how SecurePlus
works.

E

Warning: Only advanced users should make the following changes.

Incorrect variable numbers may affect how SecurePlus functions.

Enter a value between 1 and 10 (Inclusive)

Store And Forward Variable:

Store and Forward Variable:

10

Credit Card Information Variable:

F

(Requires session variable change in receipt template)

® Default Value: 5

Signature Information Variable:

(Requires session variable change in receipt template)

Credit Card Information Variable:
® Default Value: 6

® |mportant: Changing this value requires changes to the receipt

template!

Signature Information Variable: SECUREPLUS FORRMH  Version: 10153

® Default Value: 7

® |mportant: Changing this value requires changes to the receipt
template!
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Configure Help

Contact Information - | ettings | Tenders | Gift Cards | EdgeLink | Misc | Store and Forward | Advanced | Help

Contact

® This section provides important information on how to contact

Website: https://www.openedgepayment.com/
OpenEdge for any support or sales requests or problems.

Technical Support: 800.774.6462, Option 2
Customer Service: 800.774.6462, Option 3
Email (Customer Service): customerservice@openedgepay.com
Email (Technical Support): support@openedgepay.com

SecurePlus Version -

® The version of Secure Plus is listed at the bottom of the
configuration window.

SECUREPLUS FOR RMH  Version: 1.0.15.3
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Process Transactions

Step #1

Verify Tenders are configured in Secure Plus

[ settings | Tenders |Gift Cards | EdgeLink | Misc | store and Forward | Advanced | Help

Type Description Code
Credit/Debit  OF Credit OF Credit
GiftCard OF Gift O Gift
FoodStamp ~ OE Food O Food

StoreAccount  Store Account  Store Account
Secure Plus is capable of processing five different tender types.

Credit/Debit

Gift Card
FoodStamp (EBT)
Cash Benefit
Credit (Credit Only)
Debit (Debit Only)
Store Account

Create Tender l Remove Tender

Tender
Enabled @ Credit/Debit O Gift O Food Stamp O Cash Benefit

O Credit O Debit O Store Account

Display Order: | 1[5 Code: o€ Credit

Description:  OE Credit

SECUREPLUS FORRMH  Version: 1.0.153

These tenders must be set up correctly and enabled in the Secure Plus
Configuration Management utility before attempting to use them in RMH
POS.

Step #2

Secure Plus transactions in RMH POS

mmands:

5 [ Iscan or enter the item code = ®

§ b fertie ten cool Eye 82 Assign Payer Token

g Code Name Price Qty. Ext.Pri Tax = Rep g

. . . . = % Openkdge Gift Card

Once you have rung up items for the sale you will click the Transaction 5 5

. ’ - 3 n

button at the bottom of the Point of Sale window and then click on £ 8 p 3
Tender Sale. You can also press the F12 key on the register keyboard -

to bring up the Tender Sale window.

Savings:  $0.00

Item count: 0 Tax: $000 TOta I
Enter the amount the customer wants to pay into the appropriate tender
field and press the OK button in the Tender window or Enter on the subtotal: $0.00 $0.00

keyboard.
a\(ems' BCus(cmers' Ry Taxes ¥ ﬂTransaction' ﬂOrders' Discoun(s'
 Keyboard

Step #3

Credit or Debit

You will be prompted to select Credit or Debit from both the SecurePlus
software as well as the pin-pad device. Click Credit and you will be
prompted to Insert, Swipe or Tap Card

The SecurePlus software will ask the cashier to wait while the customer
follows the prompts from the pin-pad device.
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Step #4

Swipe, Tap and Insert

® Swipe
This method is used with Gift Cards, EBT, Cash Benefit Cards
or Credit/Debit cards with magnetic data strips.

* Tap
This method is used with Apple Pay, Android Pay or Samsung
Pay phones that use NFC (near field communication)
technology.

® Insert
This method is used with Credit cards that contain EMV (chip
and pin) technology. Rather than swiping a magnetic strip you
insert the card into the pin-pad device so data on the EMV chip
can be accessed. The customer may be required to enter a
PIN number depending on the card issuing bank.

Once you swipe the card the pin-pad will ask the customer to approve
the dollar amount to be charged from the card. Once they tap Yes on
the screen the transaction will continue to process until it returns with a
response.

Step #5

Customer signature:

Finally the customer will be prompted to sign on the pin-pad screen
using the stylus. After signing press the OK button. The pin-pad screen
will return to the default message and RMS POS will be ready to start
the next transaction.
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Processing Payment(s)

Processing Payment(s)

Please wait while terminal interaction is completed.

For additional Information on processing sales with the Ingenico ISC250
pin-pad please visit:

https://ingenico.us/smart-terminals/telium2/payment-terminals/isc-series
lisc-touch-250.html


https://ingenico.us/smart-terminals/telium2/payment-terminals/isc-series/isc-touch-250.html
https://ingenico.us/smart-terminals/telium2/payment-terminals/isc-series/isc-touch-250.html

Step #6 ® Manual entry via the Pin-Pad Device: An example where you
would use this option is if the customer's credit card is worn
Manual Entry and won't swipe properly.

® Manual entry via On-Screen Prompts: An example where you
. . ) would use this option is if your register is used to process web
There are two kinds of manual entry possible with SecurePlus. orders and never have the customer's physical credit card on
hand.

Manual entry via the Pin-Pad:
You will then be prompted to Enter Card Number, Expiration Date and

This process is made possible once you are prompted to Insert, Swipe o CVV/CID security code from the back of the card.

r Tap the card. On the pin-pad device press the Manual Entry button at
the bottom right corner of the screen. Next you will be prompted to confirm the amount you want to charge to
the card by pressing OK. Finally you will receive the authorization from

the processor.

Manual entry using the On-Screen Prompts:

Prompt for On-screen Manual Entry

Time to display(secs): 1

Before you can use this feature you must first enable it in the Settings
Tab of the SecurePlus Configuration program.

After you have pressed the Tender button in RMS POS to begin the
tender process you will see a prompt window asking if you would like to o5 On-screen Manual Entry Selection
swipe the credit card or manually enter.
On-screen Manual Entry Selection

4
If you click on the Manual Entry option a separate window will appear

prompting you to enter the credit card number, expiration date, card Proceed to charge $10.82
security code, home address and postal code. The total amount in this

X Please choose Swipe/Insert or On-screen Manual Entry:
window cannot be changed. ? ¥

Once the required information has been entered you can press Submit.

You will receive a response from the processor and the transaction will | i Manual
be completed. e
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Step #7

Split Tender

Secure Plus allows the customer to pay the balance of the sale using
multiple cards to "split the tender".

For example if the customer has $5.00 remaining on their gift card

balance but the item they want to purchase is $9.99. The customer
could choose to pay the remaining balance of the purchase with a

different card or tender type.

Once the tender fields have been filled out appropriately and you click
the OK button or Enter on the keyboard then you will see a series of

prompts on the monitor screen indicating which tender and card will be

used in order.

Step #8

Card on File

OpenEdge SecurePlus Page 31
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Manual Host Payment.
Order Information
Total Amount (S): $10.83
Charge Type: SALE
Card Information

iz |- ]

Caxd Number* | 0000000000000000

Expiry Date:* 1 M 2019 M

o 123

P: A g s s @
Tender
Description Amount Total Due: $10.82
B Ok Credit Total Tendered: $10.82
B Ok Credit $5.83 | [ Change: $0.00
EM ot Food Total: $10.82
ER oeaift 7 8 | 9 |Back +

Cash (1)
4 5 6 C =

Store Account

Credit Card (1)

1|02 |3 Up
Check ENT
Gift Card 0 ; Down
OK Cancel
<) Keyboard
o Split Tender

Split Tender

Press continue to charge $4.99

- Continue
I




Secure Plus provides the ability to save a customer's Credit/Debit card
data for use in future transactions. The software can create an
encrypted "Payer Token" to keep the card data on file in a secure state.
The next time that specific customer is specified in RMH and the credit
/debit tender is selected the cashier will be given the opportunity to
utilize the previously saved card data. This might be useful in situations
where the store takes web or phone orders. Secure Plus can save
multiple cards per customer if required.

In order to utilize Card on File you must first enable it in the Secure Plus
Configuration Management utility.

After enabling Card on File you can bring up the Card on File console
window by assigning a customer to POS and then click on the custom
button labeled Assign Payer Token.

The Card on File console window gives you the ability to:

New Card - Add a new Credit/Debit card

Remove Card - Remove the saved Credit/Debit card
Press Cancel

Press OK

When adding a New Card to a customer's record the pin-pad will prompt
you to: "Verify Card $0.00, OK?". Press OK to accept and then swipe
card, insert or tap. If successful you will receive a prompt on the monitor
screen saying "A card on file entry has been created for this customer”.
You should now find the recorded card data show up in the list.

To Remove Card a Card on File record you simply bring up the Card on
File console for a specific customer, highlight the record and click Remov
e Card.

To complete a tender using Card on File data you must first select the
customer record in Point of Sale. Tender out using the Credit/Debit
tender and Secure Plus will alert you to the previously saved Card on
File data for this customer. At this point you can select the specific Card
on File record you wish to use for the sale and press OK. The payment
process will complete just as if the customer had used the physical card.

Step #9

Returns and Voids

Returns and Voids with Secure Plus are very similar to standard RMH
return and void processes. In RMH POS click Transaction, Recall
Transaction. Here you can select the Dependent Return or Void
functions. You can also press F11 to bring up the Recall For Return
window. To enter Return Mode you can click Transaction, Sale/Return
/No Sale and then click the Return button if you want to create an
Independent Return. Pressing Ctrl/F4 will also bring you to the Return
Mode screen.

Dependent Return -
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Card Cn File
Enable 'Card On File' Transachons

[C] Automatically save customer card tokens?

" :
_._; Assign Payer Token

o Managed Payer Data

Please either choose an existing card from the list or click 'New Card'".

Type Last4 Exp

Discover 5373 12/19

New Carcf " Remove ! Cancel OK

Important - Secure Plus provides the ability to enable Independent
Returns. This option must be enabled in the Secure Plus Configuration
Management utility.

Important - Secure Plus provides the ability to force all returns to be
applied to gift cards if you choose to do so. This option must be enabled
in the Secure Plus Configuration Management utility.

Important - Returns from a Gift Card purchase must be applied to a
new gift card that has not yet been activated.



® Adependent return is performed when the cashier can recall Important - If you require customers to sign for Void or Returns then

the original transaction. This is often done when the customer the "Capture Signature for Void & Returns" must be enabled in Secure
has proof of purchase or the cashier can look up the Plus Configuration.

transaction based on customer information, or time and date of

purchase.

Independent Return -

® Anindependent return is performed when the cashier returns [C] Force returns to gift cards
an item without record of the original transaction. This is often
done when the customer does not have proof of purchase or
the cashier cannot look up the transaction based on customer
information, time and date of purchase or if the item was
received as a gift.

Void - Allow Independent Returns

® Performing a void will allow you to cancel a transaction that
occurred earlier in the day. In order to return funds on a
transaction from an earlier date you must complete a return
instead of a void.
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Gift Card Console

Before you can utilize gift cards in SecurePlus you will need to have
configured the Gift Card ltems and Gift Card Tenders in the SecurePlus
Configuration utility.

GIFT CARD CONSOLE WALKTHROUGH

To access the Gift Card Console simply launch RMH POS. On the right R —
hand side of the POS screen you will find your custom buttons. One of
these buttons should be labeled OpenEdge Gift Card. Clicking on this
button will open a sub-window that gives you several options to choose
from including: Check Gift Card Balance, Cash Out Gift Card, Activat
e New Gift Card, Reload Gift Card and Cancel. Below we will go over
the function of each of these buttons.

Cash Out Gift Card

Gift Card Console

Check Gift Card Balance:

When you click on this button you will see a small window that prompts
you to swipe your gift card to retrieve the current card balance.Once you
have given the customer the card balance you can click OK close the
window and return to the RMH POS screen.

Gift Card Console
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Gift Card Console

Cash Out Gift Card:

When you click on this button you will see a small window that prompts
you to swipe the gift card in order to determine the amount the customer
will be about to transfer into cash. Once you swipe the card a line item
on your POS screen will appear and the price will automatically be set to
match the balance of the gift card. You can then tender the transaction
to your Cash Tender and you will be prompted to swipe the card one
more time. Once you receive a message saying the gift card was
approved our software will remove the balance from the gift card. If the
customer chooses not to cash out the gift card then you could simply
cancel the transaction in POS.

GIFT CARD APPROVED

Activate Gift Card

Please enter an amount to add to the new gift card.

10.00
Activate New Gift Card:

When you click on this button you will see a small window asking you to
enter an amount to add to the new gift card. After entering the amount
the customer wants you can either click on Activate or Cancel. If you
click on Activate you will then have a line item added to your POS and
the price will be set to the amount you previously chose. When
tendering the transaction you will be prompted to swipe the new gift card
from the pin-pad device. Finally you will be shown a small window
indicating the new gift card balance.

Gift Card Console
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Reload Gift Card

Reload Gift Card: Picase enter an LT

When you click on this button you will see a small window asking you
the amount you would like to add to the previously activated gift card.
After you have entered the desired amount you can either click Reload
Value or Cancel. If you click on Reload Value the software will add a
line item in the POS transaction screen along with the price you chose in
the previous screen. Once the tender process is completed you will be
prompted to swipe the gift card and the new updated balance will
appear on the screen.

GIFT CARD APPROVED

Cancel:

When you click on this button the Gift Card Console will disappear and
you will be returned to the RMH POS screen.

On-screen Manual Entry Selection

1

Manual Entry:

To enable On-Screen Manual Entry for Gift Cards you must check the
Prompt for On-Screen Manual Entry option in the Settings tab of the
SecurePlus Configuration software.
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Processing Tips

Processing tips with SecurePlus

In order to use Tips with SecurePlus you must first enable the Tips
option under Settings tab, Options in the SecurePlus Configuration utility.

= i -
There are two ways to apply a tip to a credit transaction. Tlps E na h |E‘d TI FI'

® The customer is prompted by the pin-pad during a credit

transaction to apply a tip before they complete the tender
process.

® The cashier uses a custom POS button to use the Tips
Adjustment Console.

Processing a Tip using the Pin-Pad:

When performing a Credit transaction the pin-pad will prompt the
customer if they would like to add a tip to the current tender total. Click Y
es and proceed to enter the dollar amount to be added. Finally you will
Insert, Swipe or Tap to complete the Credit transaction as normal.

Processing a Tip using the Custom POS button: .‘
- Tip

Locate the Tip custom button on the right hand side of the RMH POS -w
screen. This will launch the Tips Adjustment console.

The following information is required in the Tips Adjustment console: ﬁ

Transaction Number - i
The RMH transaction number assigned during sale. This information is Transaction Number:
commonly found on the printed receipt or in the RMH journal logs.

Card Last Four:

Card Last Four Digits - )
The last 4 digits of the card number used during sale. This information is Tip Amount ($):

commonly found on the printed receipt or in the RMH journal logs.
Tlp Aount ($) m

The dollar amount to be added to sale as a tip.
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Once you have entered the required transaction information you can
click on the Process button. A small prompt window will appear showing
you the updated dollar total for the transaction after the tip is added. You
will then be asked to Authorize or Cancel the Tip.

If the Tip adjustment is successfully authorized then you will receive an
authorization code below the Process button. At this point you can
either click Clear so you can add a tip to a different transaction or else
click Close to return to the RMH POS screen.

® |mportant: Tips adjustment are not allowed for Debit, EBT
(Food Stamps), Gift, Store and Forward or POS Manual Entry
transactions.
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B Tips Adjustment @

Transas=

Card
Original Sale:

Tip A

Total Sale + Adjusted Tips:

Transaction Number: 78
Card Last Four: 2229
Tip Amount ($): 1.00

If you receive an Invalid Transaction error:

There are two main reasons you may receive this error.

® You are attempting to use a transaction number that does not
exist in your database.

® You are attempting to add a tip to a Non-Credit transaction. It is
not possible to add a tip to Debit, Gift or EBT (Food Stamps),
Store and Forward or POS Manual Entry transactions.



Receipts

Receipt Configuration

To change the receipt settings in RMH you must first launch and log into
RMH Store Manager. Next go to menu bar at the bottom left, click on
Setup, expand Hardware and select Receipt Formats. Highlight the
receipt format you wish to modify and click the Edit button at the top left
of the screen.

Secure Plus does install custom receipt templates but does not enable
them by default. Many RMH customers already have custom receipts so
it is important not to replace them automatically.

® |mportant - The receipt templates included are based on a
basic receipt template. If you are already using a customized
receipt template, any customizations will need to be merged.

There are two templates available by default:

® SPv4FullPage-RMH.xml
(Full Page Receipt)
® SPv4Receipt-RMH.xml
(40 column receipt with Signature capture)

If you wish to use any of these receipt templates then you must click on
the magnifying glass to the right of the Sales field in the Receipt Format
window. In the Open window you can browse until you locate the folder
directory containing the template you wish to use. The default location
for RMH custom receipts is: C:\Program Files (x86)\Retail Hero\RMH
POS\Extensions\Secure PlusExtension\ReceiptTemplates

® |mportant: For additional information on Receipt Formats
please contact your authorized Retail Management Hero
support partner for assistance.
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= Receipt Formats : 40 Column Receipt Format

Home

B Ed B oaoooEl

Save And Save SaveAnd | First Prev Next Last Close
Close  And Edit New

Save Navigation

Title - -

Description 40 Column Receipt Format
Receipt and report templates

Sales Receipt-40-OPENEDGE-RM [ X|/@, Properties
Cancelled Receipt-40-OPENEDGE-RM  [X||& Properties
Layaway Receipt-40-OPENEDGE-RM [ X ||& Properties
Payment Receipt-40-OPENEDGE-RM [ X|[& Properties
Pay Out Receipt-A0-OPENEDGE-RM || @, | | Properties
Cash Drop Receipt40-OPENEDGE-RM | (@] | Properties
Quote Receipt-40-OPENEDGE-RM [ X||&, Properties
ork Order Receipt-40-OPENEDGE-RM [ & | Properties
Report XML 40-col X and Z Reporta [X|/Q Properties




Appendix

Pairing Ingenico iCMP Bluetooth device with a Windows computer:

® Power on the iCMP unit using the power button on the right
side. The reader should display 'BT Pairing Required'.
If the screen displays a 'Welcome' message, tap the 'F' key 4
times rapidly.

® Tap the F2 key for Standard on the iCMP. Now the LCD
display should show the Bluetooth name of the iICMP device
as well as the PIN: code to use in the pairing process.

® From Windows open the Control Panel and then open Devices
and Printers. Click on Add a Device at the top left corner
of the screen. If the Bluetooth radio is enabled on you Windows
device then it should search for available devices and
locate the nearby iCMP.

® Click on the iCMP device once it is found and then proceed to
enter the Bluetooth pairing code presently located on the
iCMP LCD screen. The pairing process should now be
complete.

Confirm you have a successful connection to the database from Store Operations Administrator:
Click >File>Connect and test connection.
® Important: It is important to perform this test from File > Connect vs File > Configuration, which uses a different connection method.

If connection fails and you are running SQL 2005 — 2008 on the server hosting the RMH database, install the SQL backward compatibility tools http://w
ww.microsoft.com/download/en/details.aspx?displaylang=en&id=16177

Microsoft SQL Server 2005 Backward Compatibility Components

The SQL Server Backward Compatibility package includes the latest versions of Data Transformation Services 2000 runtime (DTS), SQL Distributed

Management Objects (SQL-DMO), Decision Support Objects (DSO), and SQL Virtual Device Interface (SQLVDI). These versions have been updated
for compatibility with both SQL Server 2005 and SQL Server 2008 and include all fixes shipped through SQL Server 2000 SP4 and SQL Server 2005
SP2.

Audience(s): Customer, Partner, Developer

X86 Package (SQLServer2005_BC.msi) - 11273 KB X64 Package (SQLServer2005_BC.msi) - 18569 KB 1A64 Package (SQLServer2005_BC.msi) -
23510 KB

Confirm the database settings entered match the database settings used in Store Operations Administrator.

If using the Servers PC name, try using the Servers IP address instead. The network may not be configured to convert the PC host name to the
proper IP.

Try running a Telnet test from a PC on the network connecting to the server... Telnet [IP Address of server] [SQLport] (e.g. Telnet 192.168.1.111
1433).

If failed, confirm the server has the required port open to allow connection in the firewall.

® |mportant: Some operating systems do not have the telnet command enabled by default. If you are unable to complete this test, move on to
the next or contact your system administrator for assistance. (search keywords - Enable Telnet)

In some cases the server may have multiple Instances of SQL installed. If this is the case, you will need to confirm which instance the RMH database
resides on and add this information to the server name (e.g. Serve\MSSQLEXPRESS or 192.168.1.111\MSSQLEXPRESS).

Confirm the SQL instance is configured to the default port 1433.

If not, enter the assigned port number in the port over ride field or add the port number to the end of the server field (e.g. server,1320).

In some cases it may be required to combine steps 6-7 (e.g. Server\MSSQLEXPRESS,1320)

OSQL Test

Run a;n OSQL connection test to ensure database connection via OSQL (enter information specific to clients environment determined from above
steps).

Expected Format:

® OsSQL
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—Stcp: = Enter server details (this may include SQL Instance and port number)
—U = SQL user login credentials

—P = SQL password login credentials

—d = Database name

(e.g. OSQL —Stcp:192.168.1.1\SQLinstance, 1433 —U sa —P password —d database)

How to determine SQL Instance

When installing SQL server you may be prompted to provide an Instance name. This is important when multiple versions of SQL are installed on the
server. There are many ways to determine the SQL Instance name.

In this example we will be running a SQL script against our current RMH database.

From the server, run Store Operations Administrator > File > Connect >Enter the SQL settings and confirm connection, next select Query > New.

Copy the below SQL script to the query window and run the SQL script. If the result returns NULL, it's likely the database resides on the default SQL
Instance.

SelectSERVERPROPERTY ('InstanceName')AS SQL_Instance
In this example we will reference the list of known services running. From Start > Run > Type “Services.msc”

Scroll through the list of services and note all services with a name of SQL Server(Instance Name). Also note, whether the service is running (Status
field will read Started). If found to have more than 1 SQL Server service running (e.g. SQL Server (MSSQLSERVER) or SQL Server
(MSSQLEXPRESS)), you will need to stop the SQL service, then attempt to connect to the database. If you cannot connect to the database, you have
found the SQL service which the RMH database resides on. Restart the service and confirm database connectivity.

Note: Login to RMH to confirm database connection.

How to enable transaction logs for troubleshooting:

1. Launch Windows application Notepad with Admin rights.
a. Click Start, in search field type Notepad and once you see the application icon appear right click on it and select Run As
Administrator.

2. In Notepad open file: NWT_RMHPaymentsintegration.xml located in path: C:\ProgramData\New West
Technologies\RMHPaymentsintegration.

. Locate line: <ApplicationLoggingEnabled>False</ApplicationLoggingEnabled> and change it to <ApplicationLoggingEnabled>True<
[ApplicationLoggingEnabled>.

. In Notepad click File, Save.

. Relaunch SecurePlus for RMH and complete a credit transaction.

. Next, browse to Windows User account Documents folder: Libraries\Documents. Locate file named SecurePlusRMH.TXT and open it.

. This document will contain historical data involving the requests made to the credit card processor and their responses.
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Contact Information

Corporate Headquarters:

OpenEdge, A division of Global Payments 8200 Central Ave.
Newark, CA 94560 U. S. A. www.openedgepay.com

Voice: 1.800.774.6462 or 510.795.2290 Fax: 1.800.900.7487 or 510.795.2299
Email:
Technical support - support@openedgepay.com (For fastest service, please contact us by phone.)
General Information - information@openedgepay.com
Sales Information - sales@openedgepay.com
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